


Céc 1énh tim kiém théng dung trong Google

C6 1& myc dich duy nhat ctia ban khi str dung cong cu tim kiém la muén thay két qua cang chinh xac cang tot,
nhwng d6i khi nhixng gi ma ban c6 dwoc khéng dung nhi mong muon vi két qua chira qua nhieu thong tin tap,
tham chi khdng lién quan gi toi cha de ban can tim kiem. Trong trwdng hop nay, st dung vai thuat toan tim kiém
c6 thé giup ich cho ban rat nhiéu.

* Lénh tim kiém théng tin phuc vu cho muc dich nhat dinh

- CAu truc: "muc dich" text "ndi dung"

- Vi du: vulnerabilities text yahoo (tim kiém danh sach, chi tiét vé nhirng 16 hdng bao méat bang cong cu tim kiém
Yahoo).

* Lénh thao g& rac réi vé mét cha dé

- Céu trac: "muc dich" help "ndi dung"

- Vi du: vulnerabilities help yahoo

* Lénh tim kiém nhirng théng tin mé&i nhat

- CAu truc: What's news

* Lénh tim kiém déi v&i cac cum tir nhéat dinh

- CAu truc: "+" search

- Vi Googlg—:- c6 xu huwéng bd qua mot sb tir hodc ki tw thc“gng dung nhw: "whqre" va "how", cac con s6 don va chir
cai, nén neu trong tlr khoa cua ban nhirng ttr nay, ban can phai cho thém dau "+" vao trwdc (nhé la c6 khoang
trang trwéc dau "+").

- Vi dg: Ban can tim kiém bo film Sta( Wars tap 1, thay vi bap g("? ca cum tr Star Wars Episode | vao 6 tim kiém,
ban can chia tir khoa nay thanh 2 phan vi né cé chira con so (s 1):

* Lénh loai triv
- C4u truc: "-" search
Trong nhiéu trwéng hop, tr khoa clia ban cé thé khién cong cu tim kiém cho ra nhiéu két qua khéng mong

muon, chinh vi vay ban can phai bb xung dau "-" (loai tr&#7915 trwdc nhivng khai niém ban khéng muén
hién thi.

- VI"dl_JZ tw "kgass" trong tiéng Anh cé 2 nghia, vira chi t&n mét loai ca, vira c6 lién quan téi am nhac. Néu ’ban chi
muon tim kiém nghia "cé" ctia tir nay ma khéng quan tam t&i nghia "am nhac", ban can phai cho thém dau "-"
vao trudc tr "music™

* Tim ttr dong nghia

- CAu truc: " ~" Searches

n_n
~

Ban khong chi muén tim kiém mét tir khoa dac biét ma con mudn tim tr ddng nghia ctia n6? Hay d&t dau
vao trwdc chung:

* Lénh gép



1/Ban c6 thé tim thay t&n ngwdi dung(username) va mat khau bang Google
Toi sé chi cho ban mét 1énh,
g0 vao 6 search cua Google trong mot cap

Lénh:
"http://*:*@site.com”

site.com chi la mot vi du }
Khac biét duy nhat la ban dirng dat chudi www. & phia trwéc

Chuc vui vé va Enjoy!
2/Ban c6 thé vao site nay dé hoc nhirng tha thuat tim kiém véi Google:

http://www.searchlores.org/rabbits.htm

Lam thé nao dé tim sb dang ky(serials), keygen trong Google.com

Khi tim kiém v&i google gé vao tén chwong trinh ctia ban.

Vi du:Norton System Works 2005 va sau d6 gé vao chubi 94FBR chir hoa ho&c chi¥ thwong déu duoec.
Khi d6 né sé& nhw thé nay:

VD:Norton System Works 2005 94FBR , click nut Search, N6 sé& hién ra cung v&i keygen va s serials.
(c)petitGarcon@updatesofts.com

Ban dang hoc photoshop va mudn tim chut it tai liéu vé phan mém nay; nhwng khi gé tir learn photoshop 1én
google thi co6 qua nhiéu thong tin hién ra nhwng lai ngai kiém tra toan bd nhirng link nay; khéng sao, Google ¢
cach day:

filetype: doc "learn photoshop" ----> tim tai liéu file word
filetype: pdf “learn photoshop” ----- > tim tai liéu file Adobe Reader
filetype: pdf “graphic design” ------ > tim tai liéu lien quan dén graphic design



(c) Dora@yviethacker.org

Tim kiém nhac trong google - Chi dan nang cao

*Ban quyén clia my_haz cho cai chi dan rat hay tim kiém véi Google nay.

Bai viét nay sé& day ban lam thé nao dé dung google tim kiém cac file mp3. Hwong dannay ]
c6 tinh thyc té cao va sé tap trung vao "cach lam thé nao" ch& khéng giai thich tai sao (cac chudi ky twy tim kiém

khac nhau) phai nhw thé.

Muc Luc

0) Tw chia khoa

1) Cac thv muc

2) Cac may chu Xitami

3) Lap danh sach thw muc

4) Cac may chi Andromeda

5) Cac nghé si Zina

6) Cac may chu chay Apache c6 mp3
7) Cac bai hat riéng 1é

Phan 0 - Tl chia khoa

Pay la m6t vai dinh nghia t6i sé st dung & dwdi.

[Directory String] (chudi thw muc) cé thé 1a mét trong nhikng cai sau :
1) "index of"

2) "last modified"

3) "parent of"



[file type] (dang tap tin) cé thé 1& mét trong nhivng cai sau:
1) llmp3ll

2) "Shn“

3) lleall

[mp3 name](tén file MP3) cé thé Ia mot trong nhirng céi sau :
1) tén clia album trong ngoac kép

2) tén cua nghé si trong ngoac kép

3) ban tao bao va dé tén file trdng va sé ra rat nhiéu link

4) ty sang tao!

[limitors]
1) -html -htm -php -asp -txt -pls

(inurl:) 1a mot Iwa chon va c6 thé bj bd qua va trong thuc té hau hét bi bo qua néu khong st dung mét cong cu
tim kiém khac google.

(intitle:) c6 thé dwoc str dung vao vi tri cGa (inurl:) va cho hiéu qua twong tw Lai mot [an nira ban phai dung
Google.

(-filetype:txt) thém tham sb nay vao cudi chudi tim kiém cé thé loc dwoc nhirng file khdng mong muén.

(-playlist) thém tham sé nay vao cubdi chudi tim kiém cé thé loc dwoc nhirng file khéng mong muén.

Phan 1 - Cac thw muc

Day la nhirng cach théng dung nhat ma mp3 dwoc lwu trik trén World Wide Web,Ban nén thi nhivng chudi nay
truworce.

Binh dang chubi :
Dang 1 : [Directory String] + (inurl:)[file type] + [mp3 name]
Dang 2 : [Directory String] + (intitle:)[file type] + [mMp3 name]

Dang 3 : [Directory String] + [file type] + [mp3 name] + [limitors]

Vidu:

- intitle:index.of + mp3 + "grandaddy" -html -htm -php -asp -txt -pls
- "index of" + "mp3" + "radiohead" -html -htm -php

- "index of" + mp3 + "grandaddy"

- "index of" + inurl:mp3 + "beatles" -txt -pls

- "index of" + intitle:mp3 + beatles

- "last modified" + "shn" + "dylan"

- "last modified" + inurl:shn + "bob dylan"

- "parent of" + inurl:wma + "grandaddy"

DPé nghi :
- Thr (intitle:index.of + "mp3" + "tén nhém nhac” -htm -html -php -asp) dau tién , théng thwdng né sé hiéu qua
nhat.

Mot tha thudt nho khac:

- Néu ban tim ra rat nhieu ket qua v&i google nhwng cac trang c6 vé nhu khdng dang y ban thtr thém ngay va
chudi "apache" vao chudi tim kiém

VD:



- intitle:index.of + mp3 + "grandaddy" -html -htm -php -asp apache feb-2005
- intitle:index.of + mp3 + "grandaddy" -html -htm -php -asp apache 2005

Hoac néu ban chi mudn mét danh sach mp3 1&n thwe hién mot tim kiém nhw thé nay hang thang:

- intitle:index.of + mp3 + -html -htm -php -asp apache mar

Phan 2 - Cac may cha Xitami

Dinh dang chubi :
Dang 1 : "xitami web server" + (inurl:)[file type] + [mp3 name]
Dang 2 : "xitami web server" + (intitle:)[file type] + [mp3 name]

Vidu:

- "xitami web server" + "mp3" + "radiohead"

- "xitami web server" + intitle:shn + "beatles"

- "xitami web server" + inurl:mp3 + "magnetic fields"

Phan 3 - Lap danh sach thw muc

Dinh dang chubi :

Type 1 : "directory listings" + (inurl:)[file type] + [mp3 name]
Type 2 : "directory listings" + (intitle:)[file type] + [mp3 name]
Type 3 : "directory listings of" + (inurl:)[file type] + [mp3 name]
Type 4 : "directory listings of" + (intitle:)[file type] + [mp3 name]

Vi du:

- "directory listings" + "mp3" + "radiohead"

- "directory listings" + intitle:shn + "beatles"

- "directory listings" + inurl:mp3 + "magnetic fields"

- "directory listings of" + "mp3" + "radiohead"

- "directory listings of" + intitle:shn + "beatles"

- "directory listings of" + inurl:mp3 + "magnetic fields"

Phan 4 - Cac may chi Andromeda

Dinh dang chubi :

Type 1 : "scott matthews" + andromeda + [mp3 name]

Type 2 : "scott matthews" + andromeda + [file type] + [mp3 name]
Type 3 : "powered by andromeda" + [mp3 name]

Type 4 : "powered by andromeda" + [file type] + [mp3 name]
Type 5 : inurl:andromeda.php + [mp3 name]

Type 6 : inurl:anromeda.php + [file type] + [mp3 name]

Type 7 : "scott matthews"

Type 8 : "powered by andromeda"

Type 9 : inurl:andromeda.php

Vidu:
- "scott matthews" + andromeda + "radiohead"



- "scott matthews" + andromeda + "mp3" + "fitter"

- "powered by andromeda" + "gradaddy"

- "powered by andromeda" + "mp3" + "just like women"
- inurl:andromeda.php + "shn"

- inurl:anromeda.php + "wma" + "dylan"

- "scott matthews"

- "powered by andromeda"

- inurl:andromeda.php

Phan 5 - Céc nghé si Zina

Pinh dang chubi :
Type 1 : "zina artists"

VD :
- "zina artists"

Phan 6 - Cac may chd chay Apache c6 mp3

Pinh dang chubi :

Type 1 : "stream all" + apache + [mMp3 name]
Type 2 : "stream all" + apache

Type 3 : "shuffle all" + apache + [mp3 name]
Type 4 : "shuffle all" + apache

VD:
- "stream all" + apache
- "stream all" "shuffle all" mp3

- "stream all" + apache + radiohead
- "shuffle all" + beatles

Phan 7 - C4c bai hat riéng 1é

Dinh dang : [mp3 name].mp3 -playlist -filetype:txt
Vidu:

- "ok_computer_live.mp3" -playlist -filetype:txt

- "ok_computer*.mp3" -playlist -filetype:txt

- kid*a.mp3 -playlist -filetype:txt

HHHHHH R B R
Cach 2:

Day la vi du thr hai ctia viéc cwc dai hda két qua tim kiém véi Google:

1. Trong 6 Search clia google , g vao mét trong hai chudi sau day (thir chudi mét trude; néu ban khong thich
két qua nay, thir chudi thi hai trong lan tim tiép theo):



* "index of/mp3" -playlist -html -lyrics
* "index of/" mp3 -playlist -html -lyrics

2. Néu ban thich, thém tén nghé si hoac tén bai hat vao cudi chudi tim kiém, sau dé click phim Search.
3. Bay la mét vai Vi du:

* "index of/mp3" -playlist -html -lyrics beatles
* "index of/mp3" -playlist -html -lyrics punk

Meo nay gitp ban tim thdy cac thuw muc chiva day file MP3 bang cach tim kiém trang muc luc ciia Apache:

1. Trong 6 Search cla google gd vao doan ma sau:

2. +("index of") +("/mp3"|"/mp3s"|"/mu3|c") +(mp3|zip|rar) +apache

3. Bang cach bién tap ma nay, ban cé thé tim kiém bét ky dinh dang truyén théng(media) nao ca oog, wav, pdf,
A"

4. Can bao dam phai bién tap ca tén thuw muc ciing nhw phan mé réng cua file.

Tim kiém mp3 va céc file nén, tim kiém bang tiéu dé:

1. Trong 6 Search cua google gd vao doan ma sau:

2. allinurl: +(mp3|rar|zip|tgz) Tiéubé

3. Thay thé Tiéubé vai tiéu dé bai hat, tén nghé si,hoac tén album.
4. PBay la mot vai vi dy:

* allinurl: +(mp3|rar|zip|tgz) beatles

* allinurl: +(mp3|rar|zip|tgz) revolver

* allinurl: +(mp3|rar|zip|tgz) greatest hits

& va tim kiém cac chwong trinh Cell Phone:

chi can gd vao dong sau trong hdp search ctia google va xem kinh nghiém moét thé gi¢i mai cia tim kiém
Games:

Tim games
"parent directory" nokia games -xxx -html -htm -php -shtml -opendivx -md5 -md5sums

Tim tones
"parent directory " nokia polyphonic -xxx -html -htm -php -shtml -opendivx -md5 -md5sums

Tim games cho hé diéu hanh Symbian:
"parent directory " symbian games -xxx -html -htm -php -shtml -opendivx -md5 -md5sums

Tim Wallpapers
"parent directory " nokia wallpapers -xxx -html -htm -php -shtml -opendivx -md5 -md5sums

Tim file Midi néi chung
"parent directory " midi -xxx -html -htm -php -shtml -opendivx -md5 -md5sums

thtr dung "Index of" thay thé "parent directory"




Cac meo khac:

Co thé ban da thay mot s6 Website cho phép ban tim kiém v&i Google Website clia chiing véi mét gidi han nhét
dinh. Diéu nay sé tré nén hoan hao bang cach sr dung cac toan tir nang cao "site". Cu phap sau day dwoc st
dung cho toan t& cua site:

site:site_to_search

Vi duy , néu ban muén tim kiém trong site www.projectfearless.com
cho tir "Nielsosky", ching ta sé s&r dung chudi tim kiém sau:

Nielsosky site:projectfearless.com
hoac
vi du:

site:blabla.com

Toan t& nang cao "inurl" dwoc §l’f dung dé tim kiém mot tir co trong
URL's. Vi du, tim kiem v&i chudi "inurl:binaryuniverse" tim kieém tat ca cac Website co tir "binaryuniverse" trong
URL cta né.

Toan ti "intitle” dwoc st dung dé tim kiém mét tir trong tiéu dé. Vi vay, ‘
chudi tim kiém "intitle:binaryuniverse" tim kiém tat ca cac Website c6 tir "binaryuniverse" trong tiéu de cua
chung.

Google tiép tuc Iwu trir cac trang web.Khi con nhén Google lap chi muc mét trang web, N6 Iwu trir mot ban sao
cula trang d6. Vi vay, cache la mét ban sao cta trang Web,

gidng nhw vao mét ngay sém hon. D& xem cache clia mét trang web, ban chi can tim kiém trang d6, va sau doé
click vao link "cache" & phia dwdi.

Tuy nhién c6 mét cach nhanh hon, chi can ban gd vao cac tir tim kiém, va dirng click voi. Pon gian chi can gd
"cache:pageurl.com”
dé xem cache clia mot Website (trong trérng hop nay 1a pageurl.com).

Google ciing cho phép ban tim kiém cac trang voi mot dang file xac dinh, ) ] )
st dung cu phap "filetype:TYPE". Thay thé 'TYPE' v&i dinh dang file ban muon tim kiém. Vi vay, néu ban muon
tim kiém cac bai hwéng dan(tutorial) trén SQL & dinh dang PDF, ban sé tim kiém nhw sau:

SQL Tutorial filetype:PDF

Google khéng chi la ¢6 may tim kiém tét nhat thé gidi, né ciing Ia mot cudn tir dién cuc ky tét. D& sir dung né
nhw mot cudn tir dién, chi can gd

"define:TERM", va thay thé TERM véi tir ma ban muén tra.

Vidu, Néu ban mudn tra t "roflmao”, gé "define:roflmao" (khdng c6 ngodc kép "), &n Enter. Tim kiém nay sé&
cho ban rat nhiéu tai nguyén khac nhau dinh nghia cla tir roflmao. Vi du , roflmao c6 nghia la "rolling on the
floor laughing my ass off".

Va bay gio, 1a luc dé vui mét ty -- Google whacking. Thuc té 1, sau vai phut, Téi thay Google whacking tré nén
cwe ky chan, néu khdng muon noéi la gay buwc doc. Mot google whack 1a mét cau hoi co 2 tir ma sé chi cho mét
két qua. Ban cé thé khdng dung ngoac kép, va ca 2 tir trong cau hdi phai la tir thie sw. Va tat nhién rat la kho.



D& biét thém thong tin, téi d& nghi ban vao trang nay: _http://googlewhacking.com

Tai diém nay, nhirng diéu co ban ctia Google da dwoc trai qua hét, va chéc ban sé tré thanh nguoi tim kiém
v&i Google & trinh d6 vira phai.

Lam thé nao dé tim kiém cac tht trong google

cach 1
g0 chudi nay vao google search:

"parent directory " /appz/ -xxx -html -htm -php -shtml -opendivx -md5 -md5sums

"parent directory " DVDRIip -xxx -html -htm -php -shtml -opendivx -md5 -md5sums

"parent directory "Xvid -xxx -html -htm -php -shtml -opendivx -md5 -md5sums

"parent directory " Gamez -xxx -html -htm -php -shtml -opendivx -md5 -md5sums

"parent directory " MP3 -xxx -html -htm -php -shtml -opendivx -md5 -md5sums

"parent directory " Name of Singer or album -xxx -html -htm -php -shtml -opendivx -md5 -md5sums

Nhé& réng t6i chi thay dbi cac tir dirng sau parent directory, thay déi n6 thanh cai ban mudn va ban sé co rat
nhiéu the.

Cach 2
GO0 chudi nay vao google search:

?intitle:index.of? mp3

Ban chi can thém tén cla bai hat/nghé si/ca si.
Vi du : ?intitle:index.of? mp3 jackson

Cach 3
GO0 chudi nay vao google search:

inurl:microsoft filetype:???

cach4
G0 chudi nay vao google search:

intitle:index.of.???

Cach 5
GO0 chudi nay vao google search:

"name of object"download
"name of object download"
free "name of object"download
free "name of object download"

Hoac chi tim kiém v&i (céc) tén file.
va thay vi str dung thé inurl: , st dung site: cling duoc.



Tim kiém trong Rapidshare.de:
_http://www.google.com/search?q=+.zip+OR+.rar+OR+.pdf+site:rapidshare.de&hl=en&lr=&c2coff=1&as_qdr=all
&start=510&sa=N[/url]

Tim kiém phim(movies):
_http://www.google.com/search?g=+.wmv+OR+.avi+OR+.mpeg+OR+.rm+site:rapids
hare.de&hl=en&Ir=&as_qdr=all&start=10&sa=N[/url]

Tim kiém nhac:
_http://www.google.com/search?q=+.MP3+OR+. WMA+OR+.0gg+OR+.rm+site:rapidsh
are.de&hl=en&Ir=&as_qdr=all&start=10&sa=N][/url]

Hay dua vui v&i nhivng dudi file.

Tim kiém Sach dién tlr E-Books
inurl:ebook.DDU | inurl:ebook.EEN | inurl:ebook.JGT | inurl:ebook.LiB | inurl:ebook. EAT

Co6 vai cach dé phan biét tir nhirng chudi tim kiém trén voi sw thay ddi két qua trong y thich ctia ban. Vi du ,ban
co the bd qua toan ter "inurl:" de danh trang rat nhiéu thir nhw cac bai viét trong dién dan hoac BitTorrent links.
(Rat hiru ich néu ban dang tim kiém nhirng th&r hiém.)

Ban ciing co thé thém vao kiéu file type ban thich (VD nhw PDF, CHM, LIT, ...v.v) d& c6 mét tim kiém chuyén
sau. Cuoi cung, dirng quén dat cap () hoac cap khac, néu khong Google sé bi roi. Khi dinh nghia moét phat biéu
OR, Google doi héi cap () xung quang né. Vi du , Ban c6 thé tim kiem v&i:

- (ebook.DDU | ebook.EEN | ebook.JGT | ebook.LiB | ebook.EAT )

or

- PDF (ebook.DDU | ebook.EEN | ebook.JGT | ebook.LiB | ebook.EAT )

or get fancy with

- (PDF | CHM | LIT | ZIP | RAR | ISO) (ebook.DDU | ebook.EEN | ebook.JGT | ebook.LiB | ebook.EAT)

Ban cling co6 thé dung "Parent Directory"+ phia trwé.c nd nhwng dirng giéi han chi tim kiém trong Google , thtr
nhiéu may tim kiém khac.

GOOGLE, Google in a whole new way
How about this for google:

Google Desktop Search:
http://www.desktop.google.com/
Download:

http://www.desktop.google.com/GoogleDesktopSearchSetup.exe

-For Gmail users:



GMail Drive creates a virtual filesystem on top of your Google GMail account and enables you to save and
retrieve files stored on your GMail account directly from inside Windows Explorer. GMail Drive literally adds a
new drive to your computer under the My Computer folder, where you can create new folders, copy and
drag'n'drop files to.

http://www.viksoe.dk/code/gmail.htm

Download:

http://www.herbsforlife.nl/download/gmailfs.zip

or
http://download.softpedia.com/software/int...ail/gmailfs.zip
or

http://download.9down.com/freeware/gmailfs_105.rar

Google Local:
http://www.google.com/lochp

Google Suggestions:
http://www.google.com/webhp?complete=1&hl=en

Google Fight (not official):
http://www.googlefight.com/

Google Firefox:
http://lwww.google.com/firefox

Google Sholar:
http://scholar.google.com/

Google BSD ( don't know the meaning):
http://www.google.com/bsd

Hacker style Google:
http://www.google.com/intl/xx-hacker/

Google Labs:
http://labs.google.com/

Google Microsoft:
http://www.google.com/microsoft

Google Features:
http://www.google.ru/help/features.html

Google map site:
http://www.google.com/sitemap.html

Google Options:
http://www.google.com/options/index.html

Froogle:
http://froogle.google.com/

Google Linux:
http://www.google.com/linux



Google America:
http://www.google.com/unclesam

Google University Search: :
http://www.google.com/options/universities.html

Google Mac:
http://www.google.com/mac.html

Google Mail:
http://www.google.com/gmail/

Google Deskbar:
http://toolbar.google.com/deskbar/index.html

Google SMS (New):
http://www.google.com/sms/

Site-Flavored Google Search (beta)
http://www.google.com/services/siteflavored.html

Personalized Web Search
http://labs.google.com/personalized

Wireless Froogle:
http://labs.google.com/frooglewml.htmi

Google Compute:
http://toolbar.google.com/dc/offerdc.html

Google sets:
http://labs.google.com/sets

Google Groups:
http://groups-beta.google.com/

Google Alerts:
http://www.google.com/alerts

Google Search Local:
http://local.google.com/

And another (not official) Google tool:
Google Ranking Booster

http://googlerankingbooster.com/

http://googlerankingbooster.com/googlerankingbooster.exe

Trong vai nam gan day, trong sé cac bai viét dwoc xuat ban da canh bao vé thuc trang cac hacker ( hoac
cracker néu ban thich ) sr dung cong cu tim kiém Google dé tiép can cac tap tin ma ho khéng dwoc phép xem
hodc tiép can chung. Sw hiéu biét nay tuy khéng cé gi mai, nhwng déi véi ca nhan tdi( ngwoi viét bai nay ) luén
lo ngai vé tinh chinh xac cua viéc nay. VNUnet's James Middleton d4 cé 1 bai bao trong nam 2001 néi vé viéc
cac hacker str dung nhirng chudi tim kiém d&c biét trong Google dé tim kiém nhirng di li&u nhay cam vé di liéu



cla ngan hang.

“Ngudn théng tin twong tw trén cac nhém bao mat moi da khang dinh réng: Si dung chudi tim kiém: ‘ index of /
+ banques + filetype:xls ‘* ma két qua la nhirng théng tin nhay cam trong cac goi di¥ liéu ctia Excel bj khai thac.
Ky thuat twong tw cling dwoc st dung dé do tim cac tap tin chira mat ma ( password ).

M6t bai viét khac dwoc dang trén trang web wired.com da cho chung ta biét: Adrian Lamo, 1 hacker thwong tao
ra cac thong tin m&i trong 2 ndm gan day da giai thich rang Google c6 thé dwoc dung dé gianh dwoc quyén tiép
céan cac trang web cua nhirng cong ty I1&n

Vi du: Ding nhom tr “select a database to view” — 1 nhom tw phd pién trong Filemaker pro Iién,két’céc dw lieu —
vao Google dé tim kieém, két qua mang lai la c6 khoan 200 links. Gan nhw 200 link dé 1a dau moi dé co the tiep
can cac co s& dir lieu Filemaker triec tuyén.

Nhirng bai viét nay van tiép tuc dwoc ban dén & cac tin tire tric tuyén. trang web ctia bd qudc phong va chinh
phd My c6 thé la dbi twong dé bi tAn cdng, béi vi tap Iénh ctia nha quan tri trang Web c6 thé bi tim thay khi dung
Google, nhirng tap tin vé y hoc, hd so' ca nhan, moi thir ngay l1ap tirc dwoc tim thay chi bang cach st dung
Google dé tim. Thé nhwng, nhirng bai viét nay khong thwéng xuét hién, va duwdng nhuw chi xuét hién khoang ¥z
nam 1 14n va ludn ludn noi vé diéu dé néu nhw cé nhirng thong tin mai. Mot diém khac niva la, cac bai viét nay
khéng bao gi¢ giai thich thuc té cha diéu nay nhw thé nao. Phan I&n khéng bao gior dwa ra cac chudi tim kiém
dé lam vi du, Lan cudi khi doc mot trong nhirng bai viét nay, to6i da quyét dinh d& dén Iuc tw minh kham pha ra
khong biét Google c6 thé lam tat ca nhirng gi nhw ho ndi la né cé thé lam hay khéng? Tiép theo la 1 ban bao
cdo tim kiém cula t6i va cé md ta mot sd ky thuat, chudi tim kiém cé thé siv dung dugc.

Ly thuyét

Sau ly thuyét 13 1 thic t€ hoan toan don gian. Hoac la ban nghi vé 1 di liéu nao dé ma ban mudn tim dwoc va
cb twéng twong ra nhirng tap tin cé chira d liéu nay va ban tim nhirng tap tin nay 1 cach tryc tiép. (vi du tap tin

* xIs). hodc la ban mudn tiép can nhiéu diéu tha vi va ban cb gang nghi v& 1 phan mém nao d6 cho phép ban
thwe thi nhixrng ménh 1énh nao do va tiép can chung, va ban tim nhirng tap tin then chét ctia phan mém nay. mét
vi du c6 thé dung d6 1a Hé théng diéu khién ndi dung. ban phai nguyén ctvu kj ndi dung hé thdng diéu khién
nay. didu tra nhirng tap tin ton tai(sn cd) va tim chung. 1 vi du hay khac vé diéu d6 la dé cap dén co s& di liéu.
Ban biét noi c6 chira chudi “viewdatabase” thuwéng dung trong trang web 1a khéng thé dé ban tiép can duoc va
ban hay tim nhirng trang cé chra dwng ndi dung chudi nhw vay, hodc la ban sé kiém tra phan mém va nhan
dwoc thong bao rang tuy chon dé& xem co s& di liéu Ia 1 lién két trén trang web véi phan mém nay dwoc goi 1a
“viewdbase.htm” va ban hay tim véi “viewdbase.htm”

Diéu quan trong nhat & phai cé muc tiéu rd rang dé biét cai ma ban mudn tim 1a gi, sau dé tim nhirng tap tin déc
biét nay hoac nhirng nét dac treng ma tap tin do co.

Nhirng tuy chon tim kiém véi Google
nhirng kiéu tap tin d&c trwng: *.xls, *.doc, *.pdf, *. ps, *.ppt, *.rtf

Google cho phép ban tim nhitng tap tin dac trwng, thay vi két qua ban nhan dwoc sé la tap tin html( nhw 1 trang
web ) thi ban c6 thé s& nhan dwoc vi du nhw tap tin Microsoft Excel. Chudi tim kiém ma ban st dung sé la:

filetype:xls; filetype:doc;

Nhung c6 thé co nhiéu diéu thu vi hon khi tim tap tin *.db hodc *.mdb. Theo cach nay, Google sé& khong bao cho
ban biét ban co6 thé tim dworc tap tin *.db va *.mdb. T6i tw héi liéu cac tép tin khac cgﬁ thé dyo’c tim thay twong tw
nhw vay. nhirng dieu ma t6i suy nght la *.cfg hoac *.pwd; *.dat... bi quyét la nhw thé. c6 gang suy nght vé nhirng
dieu ma c6 thé sé dem lai cho ban nhirng két qua thu vi.

INURL:



Tuy chon hiru ich khac 1a INURL tuy chon nay cho phép 1 cach tim 1 tir nao d6 gibng nhw 1a trong 1 dwdng dan.
diéu nay tao co hdi cho ban tim dwoc nhirng thu muc dac trwng/ hoé so, diéu dac biét khi két hop véi tuy chon
“index of”. T6i s& noi vé van dé nay sau day.

mot vi du nhu & dwéng dan:admin, cai nay sé dem lai két qua cho ban |a nhivng trang web ma dwéorng dan ¢
chtra tir admin trong do.

INDEX OF (muc luc).

Tuy chon muc luc la 1 tuy chon khac, nhirng ngwdi tao ra google nghi rang né khong co gi dac biét, thé nhung
noé lai rat cé ich néu ban dung chudi “index of”, ban sé tim thay danh sach cac thw muc c6 chira nhirng ho so
dac biét trén may chu.

Vi du la: “index of” admin hoac index.of.admin

Google s€ liét ké cho ban 1 danh sach thv muc hd so clia nguwdi quan tri( drng quén st dung dau ngoéc trong
trwong hop nay vi luc ban tim la chudi “index of” ch&r khéng phai la “index” va “of”.

SITE: (dinh vi)

Tuy chon dinh vi cho phép khdng nhitng v&i nhitng két qua ma né thugc vé 1 tén mién mé réng nao do hoac Ia
1 site dac tha. Vi du, co th,é tim site .com hodac site .box.sk hoac site .nl ma con cho nhirng két,qué chi tr 1 site,
nhwng dieu thu vi sé c6 neu tim nhirng trang web vé quan sw hoac cta chinh phu. Vi du c6 the la:

Site:mil hoac site:gov
Site:neworder.box.sk’board”

INTITLE:

La 1 tuy chon tinh vi khac. N6 cho phép ban tim ra nhirng tap tin html cé chira 1 tir nao doé va tr nay trong tiéu
dé cta html. dinh dang nay sé 13 intitle:wordhere. ban cé thé diéu tra nhirng tr nao xuét hién trong tiéu dé cia 1
sb bang diéu khién trwc tuyén hodc hé thdng quan ly, va sau doé tim trén Google v&i nhirng tir nay cung véi tuy
chon intitle dé tim dén nhirng trang diéu khién nay.

LINK:(lién két, ndi két)

Tuy chon LINK cho phép ban lién két voi nhirng site dac trwng. Diéu nay da dwoc mé ta trong HACKING
EXPOSED THIRD EDITION diéu nay c6 the hiru ich.

“Bd may tim kiém nay cung cap 1 diéu kién thuan tién cé ich cho phép ban tim kiém tat ca cac site c6 nhirng lién
két lai v&i muc tiéu la tén mién cla cac t6 chire. didu nay luc dau dwdng nhuw khong dang quan tam. Nhung
khao sat nhirng méi quan hé mat thiét khac, gia dinh 1 ngwdi nao dé trong 1 t6 chirc quyét dinh xay dwng 1
trang web dat tai nha dé Ira ddo ma muc tiéu 1a nham vaodinh vi hé théng may tinh”

Két hop tim kiém v&i nhiéu tuy chon

v&i nhitng tuy chon tim kiém ké trén ban co6 thé hoac khong thé biét, nhung cho du Ia vay, cling co thé c6 1 vai
két qua thu vi, thwe té, la khi ban két hgp ching lai véi nhau thi lic d6, ma thuat cia Google méi bat dau trinh
dién, vi du, thir tim kiém chudi sau:

inurl:nasa.gov filetype:xls “retricted” hodc cai nay: site:mil filetype:xls “password” hodc c6 thé 1a: site:mil “index
of” admin.

Diéu nay vira ndy sinh tiy trong dau cla t6i, t6i khong biét n6 co két qua thi vi nhw ban mong khong, hay dva ra
nhirng chudi tim kiém dé cé thé nhan dwoc két qua nhw y cua ban.



Vi du: Nhirng bi quyét hay.
Nhirng tap tin dac trwng: *.xIs; *.doc; *.pdf; *.ps; *.ppt; *.rtf

Dé bat dau dwoc don gian, ban cé thé thir va tim tryre tlep nhirng tap tin ma ban tin rang c6 thé chiva dwng
nhirng thong tin ly thd. Sw Iwa chon ngdu nhién cho t6i gan giéng nhw vay:

password, passwords, pwd, account, accounts, userid, uid, login, logins, secret, secrets.

Tét ca tiép theo c6 phan m& rong la *.doc hodc la .xIs hoéc 1a *.db ,
dieu nay dwa den cho t6i kha nhieu ket qua tha vi, dac biét voi tuy chon *.db, nhwng that ra t6i cling cd tim thay
1 vai tap tin passwords.doc chira dwng nhirng mat khau cé thé hoat ddng dworc.

http://www.doc.state.ok.us/spreadsh...20for%20web.xls
http://www.bmo.com/investorrelation...new/private.xls
http://www.nescaum.org/greenhouse/p...cipant_list.xls
http://www.dscr.dla.mil/aviationinv...ance_5apr01.xls
http://www.web.nps.navy.mil/~drdolk...part_is3301.xls

Admin.cfg

Admin.cfg 1a 1 tap tin sdp xép cau hinh cGa nha quan tri, mét s6 phan mém khac nhau méc nhién st dung tén
gibng nhu “config” hodc “admin” hodc “setup” v..v.. nhirng file nay cé chira nhirng thong tin nhay cadm va nhuw
thé khong nén dé chung cé thé bi st dung b&i nhirtng nguei duyét web. Téi cb gang tim kiém admin.cfg, st
dung chuédi tim kiém nhw sau trén google:

Inurl:admin.cfg “index of”

Diéu nay dan t6i dén 1 s két qua v ich, nhung cé hiéu luc. toi da tim 1 vi du:
_http://lwww.alternetwebdesign.com/cg...ctimi/admin.cfg

cai nay cé chira mat ma. Day la mat ma cta nguoi quan tri cho co sé& di¥ liéu nam tai
_http://www.alternetwebdesign.com/cg...e.cgi?admin.cfg co s& di¥ liéu nay chira nhirng di¥ liéu nhay cam cua
khach hang lién quan dén cong ty nay. Sau dé tdi da chuyén dén dia chi thw dién t&r cia cong ty 1 théng bao vé
thiéu sot nay cla ho, dap lai ho tra |&i t6i rat than thién va cho t6i biét ho danh gia cao sw gilp d& nay cua t6i va
rang ho mudn c6 nhirng bién phap can thiét dé giai quyét van dé nay.

Webadmin (quan tri web)

Tré lai sau 1 thoi gian ngén, trong khi t6i dang lam viéc véi bai viét nay, téi vao trang web nay:
_http://wacker-welt.de/webadmin/

Trang wed nay gidi thich rang “webadmin” 1a 1 phén nhd cta phén mém, né cho phép 1 nguoi bién tap tir xa
nhi*rng phan cla website, tai file v..v.. trang chinh cla trung tam kiém soat webadmin dwoc goi la
“webeditor.php” va di nhién, budc ké tiép cla toi la vao google va str dung thé inurl dé tim nhirng trang
webeditor.php ma t6i cé thé tim dworc. téi da st dung chudi tim kiém nhw sau:

inurl:webeditor.php

va t6i da tim dwoc nhirng két qua nhw sau:

http://orbyonline.com/php/webeditor.php

http://www-user.tu-chemnitz.de/~hkr...r/'webeditor.php

http://artematrix.org/webeditor/webeditor.php
http://www.directino.hu/webeditor.php



Tat ca nhirng file webeditor.php nay co thé bi tim thay bai moi nguoi. Bon gian bai vi nhitng ngudi sé hiru da
that bai trong viéc bao vé nhirng trang str dung .htacces. 16i nay cho phép bat ky ai thay ddi trang web trén may
chli va nhw vay xoa di site, tai lén nhirng file ma tir d6 cé thé tiép can dén may chu(server).

Trong trinh duyét théng qua nhirng site nay, t6i quan tam dén file cho phép tai file Ién web dwoc goi la
“file_upload.php”, sau do t6i da tim trén google va tim dwgc nhiéu vi du hon:

_http://www.hvcc.edu/~kantopet/ciss_...file_upload.php
mét vi du hay:
_http://www.pelicandecals.com/admin/webeditor.php

Tap Iénh nay cho phép ban thay dbi file - gibng nhw vi du & trén - bao gom ca index.php trén ly thuyét 1 nguoi
c6 thé viét hoac tai xubng bat ky nhirng tap 1&énh nguy hiém nao ma ho muédn, dan nhirng doan ma nay vao
nhirng file sn co va dwa 1én website va hau qua la rd rang.noé chi c6 1 dwdng dan “return administration” va
kich vao d6 dan t6i dén:

_http://www.pelicandecals.com/admin/administration.html
Day la noi cé dia chi khach hang, noi ¢ thé thay dbi gia ca v...v..
Hé thdng quan ly ndi dung:

La 1 phan mém chuwong trinh cho phép webmaster bién tap, stra dbi va kiém soat ndi dung trang web clia anh
ta. L6i vao ciing gibng nhw st dung bang kiém soat trwc tuyén trén website. Y nghia la tim ra( biét dwoc ) nhirng
tap tin ndo — vi du la nhirng tap tin chinh cia phan mém chwong trinh nay — “cms.html” ho&c ciing c6 thé 1a
“panel.html” ho&c “config.cfg”. ban nhan ra tén goi cla khdi 'ng dung dwoc siv dung va sau doé nghi ra 1 chubi
tim kiém tbt va hy vong réng ban dang tan cong vao kho bau.

FRONTPAGE SERVER EXTENSIONS HTML ADMINISTRATION FORMS.

“ban co thé quan Iy 1 phan nhé frontpage server extensions tir 1 s6 may tinh ni mang internet c6 st dung
frontpage server extensions administration forms, thiét Iap nhirng trang web ma cho phép ban quan ly Frontpage
server extensions tir xa”.

D6 la nhirng gi ma Microsoft thuwdng néi vé chL'mg, diéu néy c6 y nghia rang nhirng ngwdi st dung access Voi
hinh thirc nay co thé thue hién 1 sb chirc ndng ciia nha quan tri, nhw 1a diéu khién tir xa. Va tr d6, nhirng hinh
thirc nay nén dwoc bao vé tot tir nhirng nguoi bat hop phap. Bay gio, lam thé nao dé tim dwgc nhirng hinh thai
khéng dwoc bao vé trén internet. diéu dau tién chung ta lam 1a c6 tim ra nhirng tap tin bao gdm nhirng tap lénh
nay. Mot cudc viéng tham ngan dén trang web ctia Microsoft va nhin vao frontpage manual sé cho chung ta biét
trang chd cla hinh thai nay 1a 1 file goi 1a “fpadmin.htm”. v & d6 |a cai ma chung ta can tim. bay gi¢, dé tim 1
chudi tim kiém ddng ma né sé cho ching ta nhirng két qua nhw ching ta mudn. khi thao tac cai dat dwoc thuc
hién, nhirng tap tin cai d&t nay nam trong 1 thw muc goi la admin. dé s dung, ching ta phai hoc cach dung
nhirng tuy chon tim kiém ctia google va ly thuyét sau nhirng phwong phap nay.

Intitle:fpadmin.htm “index of” admin ho&c c6 thé inurl:admin/fpadmin.htm

Va day l1a két qua ma t6i c6 dwoc:
http://www.lehigh.edu/~ineduc/degre...rams/tbte/admin
http://blackadder. Eng.mon ash.au/frontpage/admin/
http://www.lehigh.edu/collegeofeduc...ams/tbte/admin/
http://lwww.vsl.gifu-u.ac.jp/freeman/frontpage4/admin/
http://www.tech-geeks.Org/contrib/I...033/fpadmin.htm



http://fp.nsk.fio.ru/admin/1033/fpadmin.htm

Nhung tai muc frontpage manual con néi thém:

“vi sy bao mat cd lién quan dén viéc xac dinh quyén diéu hanh frontpage co thé thuc hién duoc tr xa, tir cac
trang web tim ki ém. Do d6, HTML administration forms sé khéng hoat ddng khi cai dat lan dau tién.

Diéu nay c6 nghia la 1 sb trong sb nay c6 thé hoat ddng dwoc va nhw thé cé ich dbi véi chang ta, va 1 s khac
thi khéng. d6 la di nhién bai vi chi cé 1 cach dé ban ndm dwoc thdng tin va do 1a cach dé thye hién chirc ndng
giébng nhw chirc ndng cla quan tri vién cé thé thwe hién dwoc va xem xét khi ban nhan duoc két qua. toi cé 1 dé
nghi la chung ta khdng nén di qua xa b&i vi diéu dé da vi pham phap luat. Téi khong & day dé day cho cac ban
bai hoc vé dao dlrc hay it nhat thi khéng phai hém nay.

FRESSCO ROUTER

Phan mém fressco router cho linux la 1 sw cai dat ngdm dinh. né cai dat 1 trang web tim kiém nhd, cho phép
cht s& hiru kiém soat dwoc router thdng qua giao thirc http. Theo nghia khac thi 1 trang web sé tw dong cai
giao thirc cho phép ban kiém soat router, mat khau va login ngdm dinh cho bang diéu khién nay Ia “admin” va
“admin”. Nhiéu nguoi str dung Fressco khéng biét didu nay. ban co thé s dung chudi nhw sau dé tim ra nhirng
trang web c6 st dung giao thirc fressco dé kiém soat router.

Intitle: “fressco control panel” hoac “check the connection”.

Do la nhirng twr co trong tiéu dé cta trang web nay hoéc trén trang chinh cua trang web do, hoac co tr]é la
khong. tat ca nhivng dieu do la gi, ban kiém tra 1 phan mém nao do, tim cai phan ma ban muon co thé tim dwoc
va nghi ra chudi tim kiém ma sé cho ban nhirng két qua kha quan.

Extra tips:

- Nén nhé rang tiéng anh 1a ngén ngi» dwoc si dung tric tuyén nhiéu nhat nhung khong phai la duy nhat. c6
gang tim nhirng tir, nhém tlr d&c trwng bang ngdn ngl cla ban hoac tiéng phap, tiéng dirc..v..v.. vi du “beheer”
tiéng Ha Lan co6 nghia |a “administration” ho&c “privat” tiéng dlrc c6 nghia la “private”.

- Ban co thé kiém tra qua nhirng danh sach quét cac 16 hong dé co dugc nhikng chudi tim kiém ly thi ma ban
muon s dung hodc két hop v&i chudi tim kiém clia ban. kiém tra tai

_http://paris2k.at.box.sk/tools/listings.

- Tim nhirng tap tin nhw * ‘config.inc.php™ hogc “mysql.cfg” n6 co thé chra dwng tén ctia nguoi st dung két hop
v&i mat khau mysql. cb gang suy nghi nhirng chudi tim kiém hay, st dung nhirng ttr nhw php, sql, mysql..v..v.
- thtr nhirng chudi nhw vay: inurl:admin “index of” “database” hoac inurlhpmyadmin “index of” hoac inurl:mysq|
“‘index of” site:neworder.box.sk intitle:index.of hoac intitle:index.of.private( = intitle:"index of private”

Nhirng ct phap tim kiém nang cao v&i Google

Duwéi day thao luan vé nhirng Iénh dac biét cia Google va toi sé giai thich tirng 1énh mot cach ngén gon va noi
rd né dwoc st dung nhw thé nao dé tim kiém théng tin.

[ intitle: ]

Cu phap “intitle:” giup Google gi¢i han két qua tim kiém vé nhirng trang cé chiva tir d6 trong tiéu dé. Vi du,
“intitle: Jogin password” (khéng c6 ngodc kép) sé& cho két qua la nhirng link dén nhirng trang cé tir "login" trong
tiéu dé, va tlr "password" nam & dau dé trong trang.

Tuong ty, néu ta mudn truy van nhiéu hon mot to trong tiéu dé cua trang thi ta c6 thé dung “allintitle:” thay cho
“intitle” dé co két qua la nhirng trang co chira tht ca nhung tlr d6 trong tiéu dé. Vi du nhw dung

“intitle: login intitle: password” ciing giéng nhw truy van “allintitle: /ogin password”.

[inurl:]



Cu phap “inurl:” gi¢i han két qua tim kiém vé nhirng dia chi URL c6 chira tir khoa tim kiém. Vi du: “inurl:
passwd” (khdng c6 ngoac kép) sé cho két qua |a nhirng link dén nhirng trang co tlr passwd" trong URL.
Twong tw, néu ta mudn truy van nhiéu hon mét tir trong URL thi ta c6 thé dung “allinurl:” thay cho “inurl” dé
dwoc két qua 1a nhivtng URL chira tt c& nhivng tor khéa tim kiém.Vi du: “allinurl: etc/passwd” sé tim kiém
nhirng URL c6 chira “etc” va “passwd”. Ky hiéu gach chéo (/") gilra cac tir sé bi Google bo qua.

[ site: ] ) .

Cu phap “site:” gi¢i han Google chi truy van nhirng ttr khda xac dinh trong mét site hodc tén mién riéng biét. Vi
du: “exploits site:hackingspirits.com” (khdng c6 ngoac keép) sé tim kiém tr khoa “exploits” trong nhirng trang
hién co trong tat ca cac link ctia tén mién “hackingspirits.com”. Khéng cé khodng trong nao gilra “site:” va “tén
miéen”.

[ filetype: ]

Cu phap “filetype:” gi¢i han Google chi tim kiém nhirng files trén internet cé phan mé rong riéng biét (Vi du:
doc, pdf hay pptv.v...). Vidu : “flletype doc site:gov confidential’ (khong cd ngoac kép) sé tim kiém nhing file
c6 phan mé rong 1a “.doc” trong tat c& nhirng t&n mién cta chinh phu c6 phan md réng la “.gov” va chira tw
“confidential”’(bi méat) trong trang hodc trong file “.doc”. Vi du . Két qua sé bao gébm nhirng lién két dén tat ca cac
file van ban bi trén cac site cda chinh phu.

[ link: ] o

Cu phap “link:” sé liét ké nhirng trang web ma c6 cac lién ket dén dén nhirng trang web chi dinh. Vidu :
chuoi “link:www.securityfocus.com” sé liét ké nhirng trang web co lién ket tré den trang chu SecurityFocus.
Chu y khdng c6 khoang trong gidra "link:" va URL cua trang Web.

[ related: ]

Cu phap “related:” sé liét ké cac trang Web "twong ty" véi trang Web chi dinh. Vi du :
“related:www.securityfocus.com” sé liét ké cac trang web twong tw véi trang chi Securityfocus. Nhé rang khéng
c6 khoang tréng gitra "related:" va URL cla trang Web.

[ cache: ]

Truy van “cache:” sé cho két qua la phién ban ctia trang Web ma ma Google da lwu lai. Vi du: )
“cache:www.hackingspirits.com” sé& cho ra trang da lwu lai b&i Google's. Nhé rang khéng cé khoang tréng gitra
"cache:" va URL cua trang web. ] .

Néu ban bao gom nhirng ttr khac trong truy van, Google sé diém sang nhirng tir nay trong van ban da dwoc lwu
lai.

Vi du: “cache:www.hackingspirits.com guest’ s& cho ra van ban da dwoc lwu lai co tir "guest" dwoc diém sang.

[ intext: ] ) ) .

Cu phap “intext:” tim kiém cac tir trong moét website riéng biét. N6 phoét [0 cac lién két hoac URL va tiéu dé cla
trang.

Vi du: “intext:exploits” (khong co ngodc kép) sé& cho két qua la nhikng lién két dén nhirng trang web co tir khoa
tim kiém la "exploits" trong cac trang ctuia no.

[ phonebook: ]

“phonebook” tim kiém théng tin vé cac dia chi dwdng phd & My va sé dién thoai. Vi du:

“phonebook:Lisa+CA” sé liét ké tAt ca cac tén ngudi cé tir “Lisa” trong tén va & “California (CA)”. Cu phap nay
c6 thé dwoc st dung nhw lIa mét céng cu tuyét voi cua tin tac trong trwong hop ai dé mudn tim kiém thong tin ca
nhan cho céng viéc xa hoi.

Truy van céc site hodc server dé bj tAn cong str dung cac cu phap nang cao clia Google

Nhi¥ng cu phap truy van nang cao théo luan & trén thuc sw cé thé gilp ngwoi ta chinh xac héa cac tim kiém va
c6 dwoc nhirng gi ho thye sy tim kieém.



Bay gid Google tré thanh mét may tim kiém théng minh, nhivng ngwdi dung c6 ac y khéng hé ban tam khai thac
kha nang clia n6 dé dao béi nhivng thong tin bi mat tlr internet ma chi cé sy truy cap gi¢i han. Bay gid toi sé
thao luan nhirng k§ thuat nay mét cach chi tiét lam thé nao dé nhirng ngwoi dung ac tam dao bai thong tin trén
internet str dung Google nhw mét cong cu.

Str dung cu phap “Index of ” dé tim kiém cac site cho phép duyét chi muc

Mot webserver(may chi web) cho phép duyét chi muc nghia la bat ky ai c6 thé duyét cac thu muc cia
webserver nhw cac thw muc ndi bd théng thwdng. O day t6i sé thao luan lam thé nao dé st dung cu phap "index
of" d& c6 mdt danh sach cac lién két dén webserver cho phép duyét thw muc.

Cach nay tré thanh mét ngudn dé dang cho viéc thu thap thong tin cla tin tdc. Twéng twdng néu ho nam duoc
céc file mat khau hodc céc file nhay cdm khac ma binh thuwéng khoéng thé thay dwoc trén internet.

Duwai day la vai Vi du st dung dé co dwoc quyén truy cap vao rt nhiéu théng tin nhay cam dé dang hon rét
nhiéu:

Index of /admin

Index of /passwd
Index of /password
Index of /mail

"Index of /" +passwd
"Index of /" +password.txt
"Index of /" +.htaccess
"Index of /secret"
"Index of /confidential"
"Index of /root"

"Index of /cgi-bin"
"Index of /credit-card"
"Index of /logs"

"Index of /config"

Tim kiém cac site hodc server dé bi tan céng st dung cu phap “inurl:” hoac “allinurl:”
a. St dung “allinurl:winnt/system32/” (khdng c6 ngoac kép) sé liét ké tat ca cac lién két dén server ma cho
phép truy cap dén nhirng thu muc gi¢i han nhu “system32” qua web. Néu ban di may man thi ban c6 thé co6
quyén truy cap dén file cmd.exe trong thw muc “system32”. Mot khi ban cé quyén truy cap dén file “cmd.exe” va
c6 thé thwe thi né thi ban ¢ thé tién 1én xa hon
leo thang quyén cutia ban khap server va lam hai né.
b. St dung “allinurl: wwwboard/passwd txt”(khong co ngodc kep) trong
Google search sé liét ké tat ca cac lién két dén server ma dé bj tAn cdng vao “tinh dé bj tAn cong mat khau
WWWBoard”. Dé biét thém vé tinh dé bj tAn cdng nay ban cé thé vao link sau day:
http://www.securiteam.com/exploits/2BUQ4S0SAW.html
c. St dung “inurl:.bash_history” (khéng c6 ngodc kép) sé liét ké tat ca cac lien két dén server ma cho phép truy
cap vao file
“ bash_history” qua web. Day |a mét file lich s&r dong lénh. File nay bao gébm danh sach cac Iénh dwoc thuc thi
b&i quan tri vién,

, va doi khi bao gém ca thong tin nhay cdm nhw mat khau
go vao b&i quan tri vien. Néu file nay bi lam hai
va néu né bao gom mat khdu da ma hoéa cla hé théng unix (or *nix)
thi n6 cé thé dé dang bij crack béi phwong phap “John The
Ripper”.
d. St dung “inurl:config.txt” (khdng cé ngoac kép) sé liét ké tat ca cac lién két dén cac may chu cho phép truy
céap vao file “config.txt”
qua giao dién web. File nay bao gém céac théng tin nhay cam,
bao gébm gia tri bi bam ra ctia mat khau quan tri va sw xac thwc quyén truy cap co sé div liéu. Vi du: Hé théng
quan ly hoc tap Ingenium
la mét wng dung Web cho cac hé théng Windows phat trién béi Click2learn, Inc. Hé thdng quan Iy hoc tap
Ingenium
phién,bén 5.1 va 6.1 lwu cac thong tin nhay cadm khéng an toan trong file config.txt. D& biét thém thong tin vao
lién két sau:



http://www.securiteam.com/securitynews/6MOOH2K5PG.html

Nhirng tim kiém twong tw khac dung “inurl:” hodc “allinurl:” két hop vé&i cac cu phap khac:
inurl:admin filetype:txt

inurl:admin filetype:db

inurl:admin filetype:cfg

inurl:mysql filetype:cfg

inurl:passwd filetype:txt

inurl:iisadmin

inurl:auth_user _file.txt

inurl:orders.txt

inurl:"wwwroot/*."

inurl:adpassword.txt

inurl:webeditor.php

inurl:file_upload.php

inurl:gov filetype:xls "restricted"

index of ftp +.mdb allinurl:/cgi-bin/ +mailto

Tim kiém cac site hoéc server dé bj tin cong dung “intitle:” hoac “allintitle:”

a. St dung [allintitle: "index of /root”] (khéng cé ngodc vudng) sé liét ké cac lién két dén cac webserver(may
chu Web) cho phép truy cap vao cac thv muc gioi han nhw “root” qua giao dién web. Thw muc nay doi khi bao
gdm cac thong tin nhay cdm ma c6 thé dé dang tim dwoc tqua nhitng yéu cdu Web don gian.

b. S& dung [allintitle: "index of /admin”] (khéng cé ngodc vudng) sé liét ké cac lién két dén cac website cho
phép duyét chi muc cac thw muc gi¢i han nhw “admin” qua giao dién web. Hau hét cac (rng dung web ddi khi sir
dung t&n nhw “admin” dé lwu quyén admin trong d6. Thw muc nay déi khi bao ham cac théng tin nhay cdm ma
c6 thé dé dang tim dwoc qua cac yéu cau Web don gian.

Nhirng tim kiém twong tw dung “intitle:” hoac “allintitle:” két hop vé&i cac ca phap khac

intitle:"Index of" .sh_history

intitle:"Index of" .bash_history

intitle:"index of" passwd

intitle:"index of" people.lst

intitle:"index of" pwd.db

intitle:"index of" etc/shadow

intitle:"index of" spwd

intitle:"index of" master.passwd

intitle:"index of" htpasswd

intitle:"index of" members OR accounts

intitle:"index of" user_carts OR user_cart

allintitle: sensitive filetype:doc

allintitle: restricted filetype :mail

allintitle: restricted filetype:doc site:gov

Nhirng truy van tim kiém tha vi khac

Dé tim nhirng site dé bi tdn cong bang phwong phap Cross-Sites Scripting (XSS):
allinurl:/scripts/cart32.exe

allinurl:/CuteNews/show_archives.php

allinurl:/phpinfo.php

Pé tim nhirng site dé bi tdn cong bang phwong phap SQL Injection:
allinurl:/privmsg.php

allinurl:/privmsg.php



